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SUMMARY

Reliable, robust, and resilient operation of Critical Infrastructures (Cl) is a pre-requisite for the integrity
of vital elements in our society as well as the security, well-being, and economic prosperity of Europe,
its citizens and businesses. EU Security Union Strategy for the period 2020-2025 identifies the
protection of Cl as one of the main priorities for the EU and its Member States. However, Cls have
become very complex, operating in a rapidly evolving societal, technological and business
environment. ATLANTIS aims at enhancing resilience and Cyber-Physical-Human (CPH) security of the
key European Critical Infrastructures (ECI), going beyond the scope of distinct assets, systems, and
single Cl, by addressing resilience at the systemic level against major natural hazards and complex
attacks that could potentially disrupt vital functions of the society. The project includes 39 European
partners, which mission is to improve the resilience and the protection capabilities of interconnected
ECI exposed to evolving systemic risks due to existing and emerging large-scale, combined, cyber-
physical threats and hazards, guarantee the continuity of operations, while minimizing cascading
effects in the infrastructure itself, the environment, other Cls, and the involved population, enabling
public and private actors to meet current and emerging challenges by adopting sustainable security
solutions. ATLANTIS will offer security to cross-Cl, cross-sector, cross-border interdependent ECls by
considering the complete infrastructure as a distributed, large scale Cyber-Physical System (CPS) and
System of Systems, calling for combined and integrated security management. Its sustainability and
acceptance does not only target economic impact in a cost-benefit analysis and financial business
continuity, but also considers environmental and societal impact both by actually offering
cybersecurity and ECI protection from system risks but also by offering the feeling of security to EU
citizens. ATLANTIS will also consider a novel Preventive Security as a Service (PSaaS) business model to
offer protective services against (natural or manmade) short term incidents and risks or longer
systemic threats.
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30 | COMMISSARIAT A L ENERGIE ATOMIQUE FR Partner
ET AUX ENERGIES ALTERNATIVES

31 ETHNIKO KENTRO EREVNAS KAl EL Partner
TECHNOLOGIKIS ANAPTYXIS

32 | FONDAZIONE LINKS — LEADING IT Partner
INNOVATION & KNOWLEDGE FOR SOCIETY

33  FUNDACION CENTRO DE TECHNOLOGIAS ES Partner

DE INTERACCION VISUAL Y
COMUNICACIONES VICOMTECH

34 | MINISTERE DE L'INTERIEUR FR Partner

35  MINISTRSTVO ZA INFRASTRUKTURO S| Partner

36 | Urad Vlade Republike Slovenije za SI Partner
informacijsko varnost

37  REPUBLIC OF SRPSKA — MINISTRY OF BA Partner
INTERIOR

38 | HELLENIC POLICE EL Partner

39  MINISTERO DELL'INTERNO IT Partner
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